CLAIMS 

What is claimed is: 

1 1. A method of debugging an executing service on a pipelined CPU architecture, the 

2 \ method comprising: 

3 \ setting a breakpoint within an executing service; 

4 s^ing a minimum state of the executing service; 

5 altering a program counter of the executing service; 

6 restoring t^e program counter of the executing service; and 

7 restoring the state of the executing service. 

1 2. The method of claim 1 further comprising: 

2 executing debug comnwids within the executing service. 

1 3. The method of claim 1 wherein setting the breakpoint further comprises: 

2 locating an original instruction within the executing service to set the breakpoint; 

3 inserting a breakpoint instruction at the breakpoint; 

4 starting the executing service; \ 

5 waiting for the breakpoint to execute; \ 

6 waiting for memory fetches and configuration iMds to complete; and 

7 restoring the original instruction at the breakpoint location. 

1 4. The method of claim 1 wherein setting the breakpoint comprises: 

2 altering an instruction within the executing service at a bre^point location; and 

3 invalidating a page cache of the executing service. \ 
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5. The method of claim 1 wherein setting the breakpoint comprises: 

setting a breakpoint register to point to a breakpoint location. 

6. ilae method of claim 1 wherein saving a minimum state comprises: 

savmc the executing service registers; and 
flushing a pjpeline of the executing service. 

7. The method of claim b^herein flushing the pipeline further comprises: 

determining if registers are unstable; 

if registers are unstable, savin^sttie value of any registers that change after each 

pipeline cycle; and \^ 
if the breakpoint location is set on a location that uses old values of registers, 

saving the old values of the registers before^w values are written to the 

registers. \^ 

8. The method of claim 7 wherein registers are scalar registers or predicate registers. 
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9. The method of claim 1 wherein altering the program counter further comprises: 

setting the program counter of the executing service to point to a save stub; 
X,^^ starting execution of the executing service; 
ex^isqting the breakpoint; 

storing configuration registers of the executing service; 
saving values of scafew^and predicate registers; 
saving pipeUne registers; ano^^ 
storing a stack pointer value for a brektooint location. 

10. The method of claim 1 wherein restoring the program counter further comprises: 

setting the program counter of the executing service to point to a restore stub; 



and 



starting the executing service at the breakpoint. 
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1 11. The method of claim 1 wherein restoring the state further comprises: 

2 \ if a breakpoint location is on an instruction that does not make use of old values, 

3 \^ restoring stable registers; 

4 if th^reakpoint location is on an instruction that does make use of old values, 

5 restoring unstable registers, and 

6 reloadmg the pipeline; 

7 altering the prograha counter of the executing service to point to the breakpoint 

8 location; and \ 

J starting execution of the exeisuting service at the breakpoint location. 

^1 12. The method of claim 1 further compiling: 

fetching a page of memory of the executing service into an instruction cache; 
i;| checking for a checksum error within the f>age of memory; and 

if the executing service is set to reject the checksum error, 
saving the page of memory, \ 

6 inserting a breakpoint into the saved page of memory, 

7 altering an instruction pointer to the saved page o^memory, and 

8 processing the saved page of memory. \ 
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A method of debugging an executing service on a pipelined CPU architecture, the 
method comprising: 

setting a breakpoint at a last safe point; 

a minimum state of the executing service; 
simufeting instructions of the executing service from the last safe point to the 
breakpoint; 

executing debug Commands within the executing service; and 
restoring the state of the^ecuting service. 

The method of claim 13 wherein rekpring further comprises: 

storing the simulated state of the executing server to the CPU; and restoring 
an original execution. 



Ld 1 15. The method of claim 13 wherein simulating further comps:^es single stepping 

□ 2 



through a set of unsafe instructions, the set of unsafe instruction^re between the 
last safe point and a next safe point. 
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1 16. A method of debugging an executing service on a pipelined CPU architecture 

2 >v without hardware interlocks, the method comprising: 

3 \ fetching a page of memory of the executing service into an instruction cache; 

4 ch^ing for a checksum error within the page of memory; and 

5 if the executing service is set to reject the checksum error, 

6 savingliie page of memory, 

7 inserting a breakpoint into the saved page of memory, 

8 altering an instructtcm pointer to the saved page of memory, and 

9 processing the saved page of memory. 

1 17. The method of claim 16 wherein processing, further comprises: 

2 setting a breakpoint within an executing service; 

3 saving a minimum state of the executing service^v 

4 altering a program counter of the executing service; \ 

5 executing debug conunands within the executing service). 

6 restoring the program counter of the executing service; and \ 

7 restoring the state of the executing service. \ 
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1 18. A system for debugging an executing service on a pipelined CPU architecture 

2 \ without hardware interlocks, the system comprising: 

3 \ a debugger to set a breakpoint within an executing service and execute debug 

4 \commands within the executing service; 

5 a save stub to save a minimum state of the executing service and alter a program 

6 countervof the executing service; 

7 a processing engine to execute the breakpoint; and 

8 a restore stub to re^ore the state of the executing service. 

:3 \ 

S 1 19. The system of claim 18 wherein the debugger is further operable to locate an 

'.'4 \ 

J 2 original instruction within the executing service to set the breakpoint, insert a 

=3 3 breakpoint instruction at the breakpoint, start the executing service, wait for the 

U 4 breakpoint to execute, wait for memory rfetches and configuration loads to complete, 

J 5 and restore the original instruction at the bre^point location. 

, J \ 

1 20. The system of claim 18 wherein the debugger is fuhiier operable to alter an 

2 instruction within the executing service at a breakpoint location, and invalidate a 

3 page cache of the executing service. \ 

1 21. The system of claim 18 wherein the debugger is further operable^o set a breakpoint 

2 register to point to a breakpoint location. \ 
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1^ 22. The system of claim 18 wherein the save stub is hirther operable to save the 

2 executing service registers. 

\, 

1 23. The\ystem of claim 18 v/herein the processing engine is further operable to flush a 

2 pipeline ora set of pipeline instructions of the executing service. 

1 24. The system of claim 22 wherein the debugger is further operable to determine if 

2 registers are imstable, save the value of any registers that change after each pipeline 

3 cycle if registers are imstabl^save the old values of the registers before new values 
% are written to the registers, and ifsttie breakpoint location is set on a location that 

^1 uses old values of registers. \ 

'.^ \ 

4 25. The method of claim 24 wherein registers are scalar registers or predicate registers. 

J 26. The system of claim 18 wherein the debugger is fimher operable to set the program 

J 2 counter of the executing service to point to a save stub/^art execution of the 

4 executing service, execute the breakpoint, store configuratiim registers of the 

4 executing service, save values of the scalar and predicate regisWs, and save pipeline 

5 registers. \ 

1 27. The system of claim 18 wherein the debugger is further operable to set program 

2 coimter of the executing service to point to a restore stub, and start the execiitang 

3 service at the breakpoint. \ 
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1 28. The system of claim 18 wherein the restore stub is further operable to: 

2 if a breakpoint location is on an instruction that does not make use of old values, 

3 \ restore stable registers; 

4 irthe breakpoint location is on an instruction that does make use of old values, 

5 restore unstable registers, and 

6 reload the pipeline; 

7 alter the progran\counter of the executing service to point to the breakpoint 

8 location; and \^ 

"^9 start execution of the executmg service at the breakpoint location. 

=31 29. The system of claim 28 wherein the restore stub is further operable to reload the 
pipeline state directly. \^ 

i jl 30. The system of claim 28 wherein the restore stub isforther operable to re-execute 

the original instructions within the pipeline to recreate the pipeline at a time of the 

^==3 breakpoint. \ 

1 31. The system of claim 18 wherein the processing engine is further opei^able to: 

2 fetch a page of memory of the executing service into an instruction caot^ and 

3 check for a checksum error within the page of memory. \. 
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M 32. The system of claim 18 wherein the debugger is further operable to: 

2 \ if the executing service is set to reject the checksum error, 

3 \v save the page of memory, 

4 \^ insert a breakpoint into the saved page of memory, 

5 alW an instruction pointer to the saved page of memory, and 

6 proceskihe saved page of memory. 

1 33. A system for debuggiitgan executing service on a pipelined CPU architecture, the 
:.,2 system comprising: \ 

fl3 a save stub to save a minimunvstate of the executing service; 

34 a restore stub to restore the state oithe executing service; and 

i5 a debugger to set a breakpoint at a lasKsafe point, simulate instructions of the 

36 executing service from the last safe pomt to the breakpoint, and execute 

J 7 debug commands w^ithin the executing serWce. 

"1 34. The system of claim 33 wherein the restore stub furth^stores the simulated state 

2 of the executing service to the CPU, and resumes an origin^execution. 

1 35. The system of claim 33 wherein the debugger is further operablesto single step 

2 through a set of unsafe instructions, the set of unsafe instructions are\etween the 

3 last safe point and a next safe point. \ 
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36. A system for debugging an executing service on a pipelined CPU architecture, the 
\ system comprising: 

\. a processing engine to fetch a page of memory of the executing service into an 

Instruction cache, and check for a checksum error within the page of memory; 
and \ 

if the executing^^service is set to reject the checksum error, a debugger operable to 
save the page oimemory, insert a breakpoint into the saved page of memory, 
alter an instruction pointer to the saved page of memory, and process the 
saved page of memory.X 

37. The system of claim 36 wherein the debugger is further operable to set a 
breakpoint within an executing service, save a minimum state of the executing 
service, alter a program counter of the executmg service, and execute debug 
commands within the executing service. \ 

38. The system of claim 37 further comprising: \ 

a restore stub operable to restore the program counter of the^ecuting service, 
and restore the state of the executing service. 
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39. A system for debugging an executing service on a pipelined CPU architecture, the 
system comprising: 

3 means for setting a breakpoint within an executing service; 

means for saving a minimum state of the executing service; 
means for altering a program counter of the executing service; 
means foKrestoring the program counter of the executing service; and 
means for restoring the state of the executing service. 

40. A system for debugging arifec^uting service on a pipelined CPU architecture, the 
system comprising: 

means for setting a breakpoint at a last skfe point; 
means for saving a minimum state of the executing service; 
means for simulating instructions of the executing sehnce from the last safe point 

to the breakpoint; \. 
means for executing debug commands within the executing servi^se; and 
means for restoring the state of the executing service. 
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41. A system for debugging an executing service on a pipelined CPU architecture, the 
system comprising: 

means for fetching a page of memory of the executing service into an instruction 



means f^r checking for a checksum error within the page of memory; and 
if the executing service is set to reject the checksum error, 
means foKsaving the page of memory, 

means for insming a breakpoint into the saved page of memory, 
means for altering^Mi instruction pointer to the saved page of memory. 



42. A computer readable medium comprising^^instructions, v^hich when executed on a 
processor, perform a method for debugging an\^xecuting service on a pipelined 
CPU architecture, comprising: \ 
setting a breakpoint within an executing service; \ 
saving a minimum state of the executing service; \ 
altering a program counter of the executing service; \ 
restoring the program counter of the executing service; and \ 
restoring the state of the executing service. \ 



:ache; 



and 



means for processing the saved page of memory. 
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43. A computer readable medium comprising instructions, which when executed on a 
\ processor, perform a method for debugging an executing service on a pipelined 

GPU architecture, comprising: 

setting a breakpoint at a last safe point; 
savinga^rumum state of the executing service; 

simulating instructions of the executing service from the last safe point to the 
breakpoint; \ 

executing debug commands within the executing service; and 
restoring the state of the executing service. 

44. A computer readable medium comprising instructions, which when executed on a 
processor, perform a method for debiting an executing service on a pipelined 
CPU architecture, comprising: \ 

fetching a page of memory of the executing^ervice into an instruction cache; 

checking for a checksum error within the page\)f memory; and 

if the executing service is set to reject the checksuirK^rror, 
saving the page of memory, \ 
inserting a breakpoint into the saved page of memwy, 
altering an instruction pointer to the saved page of memory, and 
processing the saved page of memory. \ 
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